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Abstract— In Next Generation Mobile Network Architecture DIAMETER protocol plays a crucial role in 
providing Authentication, Authorization, and Accounting (AAA) services with end to end security. 
Internet Engineering Task Force (IETF) and Third Generation Partnership Project (3GPP) developed 
advanced protocol called DIAMETER (Successor of remote authentication dial in user service 
(RADIUS)) in Long Term Evolution (LTE/4G) or 4th Generation 4G networks. DIAMETER protocol is 
used to provide higher data rates and increased throughput in the network for mobility management 
under roaming situations in LTE network architecture.  This paper provides the brief analysis of 
DIAMETER protocol framework and our experimental results shows higher performance under high 
load conditions. Such framework for applications(Gx, S6a, Sd) will provide the AAA services and IP 
mobility even in roaming situations. 
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I. INTRODUCTION 
Diameter [1][5] is an advanced protocol that is 
generally believed to be next generation protocol in 
IP Multimedia Subsystem (IMS) architecture [7][9] 
and LTE networks[2] in order to provide higher data 
rates and increased throughput in the network and to 
provide AAA services. Engineering Task Force 
(IETF) and Third Generation Partnership Project 
(3GPP) developed advanced protocol called 
DIAMETER[3]. DIAMETER was originally has a 
root from RADIUS protocol[8] which provides 
flexibility for further extension of new access 
features. Diameter operates on both SCTP[6] and 
TCP on port 3868 which provide reliable transport for 
proper interaction with diameter nodes through the 
exchange of DIAMETER specific messages. For 
every message received by the DIAMETER node 
acknowledges the peer with positive or negative 
answer message. 
Many service providers are looking into industry 
standards for data signaling of wireless devices and 
hence evolution of 2G and 3G to LTE/4G came into 
existence, which provides high load balancing, 
optimizing the data packets, less delay. The s6a, Gx, 
Gy, Gz, Sd, Rf & Ro interfaces[4] are supported by 
DIAMETER applications by extending the attributes 
support, security, network-access servers accounting 
and resource management. 
II. DIAMETER PROTOCOL 
This section briefly describes DIAMETER protocol 
and its agents, Error Handling, comparision of 
DIAMETER and RADIUS. 
A. Diameter client and server 
In the Network deployment diameter has the ability to 
act as both client and server which acts as a peer-to-
peer architecture. Diameter node that is intended to 
receive a request act like client (Example: network 
access server). Once obtaining user credentials 
diameter node will send an access request to another 
diameter node which we call as diameter server node. 
According to the information provided in the request 
sent by the diameter client node, diameter server 
sends the response including all user privileges to the 
respective diameter client node.  
B. Agent Support 
Typically diameter agents are of three kinds: 
 Relay 
 Proxy 
 Redirect 
 Translation 
Relay agents are responsible for forwarding of 
diameter request and answer messages depends on 
Attribute Value Pairs(AVPs) related to routing. Huge 
burdensome configurations of servers can be 
eliminated with this  agent since it aggregates many 
messages from different realms depending on 
information present in routing specific AVPs. 
Figure.1.  shows how the Proxy agent take policy 
decisions and modify the contents in order to 
provision the network resources. If policies are 
violated proxy agents have ability to reject or 
originate messages. Understanding of message 
contents is necessary in case of these agents. 
 
Fig.1. Proxy Agent 
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Figure.2. represents Redirect agent that can be 
addressed as centralized repository for all diameter 
nodes. Since servers cannot maintain routing list 
locally redirect agents are helpfull. Redirect agents 
are capable of handling different message type. 
 
Fig.2. Redirect Agent  
Figure.3. Represents a Translation agent that is 
responsible for converting messages from one AAA 
protocol to another. This agent is helpful for internet 
service providers for integrating user database from 
different domains. Translation agent also provides 
backward capability in migrating situation. 
 
Fig.3. Translation Agent 
C. DIAMETER Vs RADIUS 
Table.1. Comparison of DIAMETER and RADIUS 
 
Table.1. Shows the how the DIAMETER protocol 
provides additional features and extension of 
flexibility in providing AAA services compared to 
RADIUS. 
D. Handling of Errors 
All diameter nodes are capable of handling two types 
of errors namely application errors and protocols 
errors. 
Application errors tells the protocol itself is went 
wrong. Every diameter node checks the result code 
AVP in order to proceed further in process of the 
message. 
The status of the response for a request can inferred 
by looking at the first digit of result code  
i.  1XXX: which indicates some more information is 
needed to grant the service 
ii.  2XXX: which indicates the request sent has been 
processed with no errors 
iii.  3XXX:which indicates the diameter node has 
detected a protocol error. Usually such type of 
messages are redirected to alternate peer. 
iv.  4XXX: which indicates the diameter node that 
service requested cannot be processed due to 
transient failure temporarily. 
v.  5XXX:which indicates the diameter node a 
permanent failure where the service requested is 
completely denied. 
III. IMPLEMENTATION 
The DIAMETER is a working solution implemented 
in LTE/4G network which is placed above the 
SCTP/TCP layer. 
 
Fig.4. Features provided by DIAMETER 
Figure.4. shows the features provided by 
DIAMETER function. Home Network is the 4G 
network in which DIAMETER protocol is used for 
communication between different entities in LTE 
architecture. 
 
Fig.5.Implementation of DIAMETER  
Figure.5. shows the implementation of DIAMETER 
protocol where it is placed in between the application 
interface and other DIAMETER peer to provide AAA 
services. DIAMETER peer sends messages through 
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SCTP/TCP layer which in turn handled by AAA 
protocol. Here the monitoring process maintains the 
messages in queue for processing in future which is 
part of DIAMETER protocol.  
 
Fig.6. Basic LOCAL call flow diagram 
Figure.6. shows the basic LOCAL call flow diagram, 
it shows the flow in which the Gx interface elements 
(IE’s) are mapped on to the attribute value pairs 
(AVP’s).  
IV. RESULTS 
The results are implemented using linux machine 
with RHEL 7.1. Output results are verified using the 
Wireshark traces. Wireshark is a packet analyzer used 
in network for troubleshooting, analysis, and software 
& communications protocol development. Wireshark 
is similar to the tcpdump, but it has a graphical front-
end along with some integrated sorting and filtering 
options. Wireshark allows the user to see all traffic 
visible on a particular interface, not just traffic 
addressed to one of the interface's configured 
addresses and broadcast/multicast traffic. The results 
are verified using Wireshark trace. 
 
Fig.7. Wireshark trace of a basic LOCAL call 
Figure.7. shows the Wireshark trace of a basic 
LOCAL call. 
To observe the real time working of the Gx interface 
DIAMETER, 12k TPS (Transactions per second) 
calls are considered with duration of 30seconds for 
each call.  
 
 
 
 
Table.2. Configuration Information of DIAMETER 
Diameter 
Interface  
Gx 
Timers  Auth Time Out – 400  
Life Time out -200  
Grace Time out -100  
AT Timers  NO_ACTIVITY_TIMER-5  
ACTIVITY_RETRY_COUNT-2  
ACTIVITY_RESPONSE_TIMEOUT-
2  
Transport at 
DIAMETER 
side  
SCTP on DIAMETER 
12 Hours 
Load 
At 72k TPS 
Table.2. shows the configuration information if IWF 
which indicates the transport used in 3G and 4G 
network, timers used and the interfaces included. 
Table.3. Load run information to test DIAMETER 
behavior for real time scenario 
Entity  Description  
Duration Of Load Run  12 hours  
Simulator Used  Gx Simulator  
Call Rate pumped  Burst Size of 300 
messages for Every 10 
milliseconds from one 
client to four servers 
Interface Used  GX on Diameter  
12 Hours 72k TPS 
Table.3. shows the load run information to test 
DIAMETER behavior for real time scenario which 
shows number of messages sent for a total duration in 
12 hours and the different simulators which are used 
to check the real time scenario. 
 
Fig.8. Residual and Virtual memory utilization by 
DIAMETER for a load of 72k TPS for 12 hours 
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Figure.8. shows the Resident and Virtual memory 
utilization for a load of 72k TPS for 12 hours. 
 
Fig.9. System CPU utilization by DIAMETER protocol 
stack for a load of 72kTPS for 2 hours 
Figure.9. shows the System CPU utilization by IWF 
(SUT) for a load of 500TPS for 2 hours, where the 
maximum CPU utilization is less than 30%. 
 
Fig.10. Number of active sessions for a load of 72k 
TPS for 12 hours 
Figure.10. shows the number of active sessions for a 
load of 72k TPS for 12 hours, where a maximum of 
3900 sessions are handled. 
V. CONCLUSION 
In IMS architecture, DIAMETER agents like relay, 
proxy are intended to provide flexibility in how 
messages are sent and received with proper result 
codes. DIAMETER nodes are responsible for 
providing Authentication, Authorization & 
Accounting services with error handling. Through 
this paper you can conclude how DIAMETER 
protocol provides high throughput and high data rates 
both service and control planes. In IMS architecture 
number of reference points between entities can 
exchange roaming details, accounting related 
information, user credentials both in service plane 
and control plane. For example, the s6a, Gx, Gy uses 
diameter in IMS architecture for notifying the client 
and for subscription purposes through a set of defined 
attributes. 
Finally performance test results shows how the 
diameter is capable of handling messages under high 
load conditions, memory utilization is optimized 
through quick processing of messages and provides 
AAA services to every diameter node. 
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